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Introduction

Informational privacy is often understood as the ability or right to have 

control over one’s personal information. In fact, as discussed in the Intro-

duction to this volume, there is a growing concern that platforms use per-

sonal information in ways that compromise their users’ right to privacy. In 

his classic definition, Westin stated that privacy is “the claim of individuals, 

groups, or institutions to determine for themselves when, how, and to what 

extent information about them is communicated to others” (Westin 1967, 

7). This basic idea of a tight link between informational privacy and per-

sonal information is echoed in today’s two major approaches to informa-

tional privacy: the access approach in which privacy is about the ability to 

“limit or restrict others from information about” oneself (Tavani 2008, 141) 

and the control approach in which privacy is the ability to have “control of 

personal information” (Solove 2008, 24). These notions of informational 

privacy turn on the basic assumption that informational privacy is about the 

protection of personal information. In this chapter, I will discuss and prob-

lematize this assumption and explore the notion of personal information as 

it is formed in the age of algorithms, datafication, and big data.

The notion of “information” often assumes that information somehow 

represents, relates to, corresponds to, or points to particular people, places, 

or things in the world. This use of “information” follows a tradition in the 

philosophy of information that takes data and information to be reified 

entities that can be manipulated and subjected to abstract, rational anal-

ysis and that exist independent of context, situation, time, and place. In 

this sense, information just is— or as information philosopher Tom Stonier 
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(1990, 21) stated, “Information exists. It does not need to be perceived to exist. 

It does not need to be understood to exist. It requires no intelligence to inter-

pret it. It does not have to have meaning to exist. It exists.”

I will argue, however, that personal information is in fact created in con-

texts, in situations, in use, and via conversations and constructions about 

the significance of the information. As such, information doesn’t simply exist. 

The understanding of information I use here is based on semiotic com-

munication theory that places the construction of meaning as central to 

understanding information (cf., e.g., Fiske 2011). It follows that informa-

tion is best understood as a semiotic sign in communicative practices.

In the following section, I will review how a few central privacy theo-

ries have used the notion of information. Next, I present three cases that 

illustrate how data and information are collected, processed, and used in 

the algorithmic age. In the final section, I outline a theoretical framework 

for understanding information as a sign, and I discuss the consequences of 

such an approach for informational privacy.

To Control Information

The idea that information just is is most clearly articulated in the tradi-

tion that considers informational privacy to be concerned with property 

rights over information— that information has thinglike characteristics and 

is owned by specific people. Moore (2010, 5) conceptualizes privacy as the 

“right to control access to and use of physical items, like bodies and houses, 

and information, like medical and financial facts” and defends a “control 

over access and use” (ibid., 5) definition of privacy. The claim to privacy is a 

claim to “control access to places and ideas” (ibid., 23) which can be “writ-

ten, recorded, spoken, or fixed in some other fashion” (ibid., 23). The basic 

idea is that we have a property right to our personal information and the 

condition of privacy is one of “voluntary seclusion or walling off” (ibid., 

26) and making “personal information inaccessible” (ibid., 26). This idea 

was most clearly articulated by Murphy (1996, 2383– 2384), who asserted 

about personal information that “such information, like all information, is 

property” and therefore the basic question is simply to determine “[w]ho 

owns the property rights to such information” (ibid., 2384).

Solove (2008, 29) criticizes the control theory for being “too vague, too 

broad, or too narrow.” It is too vague because it fails to define the various 
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types of information in play in privacy situations; it is too broad because it 

fails to accommodate the relational nature of information and the fact that 

not all personal information is private; and lastly it is too narrow because it 

fails to account for privacy situations that are not informational in nature. 

Instead, Solove proposes that we “identify the various types of informa-

tion and matters that are private” (ibid., 67) and determine those types of 

information in which intimacy or sensitivity is involved. The traditional 

approach has been to classify information as “public or private under the 

assumption that these are qualities that inhere in the information [emphasis 

added]” (ibid., 69). Solove proposes— from a grounding in “philosophy of 

pragmatism” (ibid., 46)— a contextual approach to privacy with a focus on 

specific privacy problems that there is a need to address, and he proposes 

that instead of defining privacy from a general perspective, the aim should 

be to start with practical problems that privacy theory and practice ought 

to solve and let those contexts define the privacy problems at hand and 

whether information is public or private.

Nissenbaum (2010) is likewise critical of the control approach to infor-

mational privacy. She argues that the control approach relies on the notion 

of a distinction between a public realm and a private realm and the abil-

ity to master the location of the information. Nissenbaum suggests that 

the social norms governing a given situation should provide the context 

to understand the privacy issues at stake. As such, Nissenbaum’s focus is 

on the contextual, social norms that determine whether some information 

belongs in the public realm or in the private realm— the basic idea being 

that the information itself can be moved from the public realm to the pri-

vate realm without having an effect on the information itself; the same 

information can exist in the public realm and in the private realm. Rubel 

and Biava (2014, 2424) are also critical of the control approach to informa-

tional privacy and suggest that informational privacy is better understood 

as a relation between three entities: “some person or persons, some domain 

of information, and some other person or persons.” The point is that noth-

ing is said beforehand about the nature of these relations, merely that those 

are the relations to be analyzed and understood in a given privacy situation 

or context. The nature of the relations then defines the particular privacy 

issue at stake and makes it possible to compare various privacy situations.

Common for these— and other similar— conceptualizations is that they 

take a pragmatic approach and aim to give voice to the contextualization 
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of privacy issues, arguing that there are norms, specifics, or matters 

within a given situation that define and limit the privacy issues at play. 

However, they do not explicitly consider how the notion of information 

might be affected by their pragmatic, contextual, situational interpretation 

stance— they maintain the basic idea that information just is, that infor-

mation is an entity that can be manipulated and moved between different 

spheres or domains.

Being Pragmatic

One route to conceptualize the role of information in informational pri-

vacy theories is to determine the “various types of information or matters 

that are private” (Solove 2008, 67) and which other types of information or 

matters are not private and to use this distinction to draw a line between 

privacy and non- privacy. A common approach is to draw this line based 

on the “intimacy or sensitivity” (ibid., 67) of the information in question; 

information that by nature is intimate or sensitive is personal information, 

while other types of information are not.

Solove (2008) suggests that a better approach is to look at the purposes 

for which the information is used to analyze the privacy issues involved; 

“information is public or private depending upon the purposes for which 

people want to conceal it and the uses that others might make of it” (ibid., 

69). In other words, the focus ought to be on the nature of the purpose for 

which the information is applied. This is similar to Nissenbaum’s (2010, 3) 

call for “contextual integrity” in which “finely calibrated systems of social 

norms, or rules, govern the flow of personal information.”

Both Solove and Nissenbaum— as well as other privacy scholars— have 

been influenced by the idea that the particular situation or context is of 

importance to understanding the privacy issues at play. What is not dis-

cussed is the status or conceptualization of information; except for the use 

of notions such as sensitive, personal, intimate, or private about the infor-

mation and the acknowledgement that it can take different forms (written, 

recorded, spoken, etc.), nothing is said about the nature of information 

involved in informational privacy. Solove and Nissenbaum seem to hold 

“the self constant” and ignore “the problem of the evolving subjectivity” 

(Cohen 2012, 20). That is, while they recognize the importance of the spe-

cific situation or context, their analyses are limited to understanding the 
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privacy situation as specific and unique and to acknowledging that it is a 

mistake to assume that information by nature is either private or public.

In this chapter I augment these contextual approaches to privacy by 

arguing that information itself is a contextual, situational, and pragmatic 

construct. As such, the present chapter builds upon and expands the work 

of Nissenbaum, Solove, and others who have advocated a contextual 

approach to privacy. This chapter augments their work by providing a con-

textual understanding of personal information.

The concept of information is tricky, and it is used in several different 

ways with various connotations. As Agre once noted,

Computers are frequently said to store and transmit information. The term infor-

mation, though, conceals a significant ambiguity. On one hand, information 

can be defined (as per Shannon and Weaver) as a purely mathematical measure 

of information and information- carrying capacity, without regard for the con-

tent. On the other hand, information is information also about something. (Agre 

1994, 107)

In this sense, the scholars discussed above can be said to use a notion of 

information where information has an information- carrying capacity. 

What is of concern for these scholars is not so much the content of the 

information as the information itself; in such conceptualizations, informa-

tion just is.

However, as Agre noted, information can also be conceptualized as infor-

mation about something; as Westin (1967, 7) originally noted, privacy is 

the claim to determine the “extent information about them is commu-

nicated to others.” To reuse Warren and Brandeis’s (1890, 214) famous 

question— “What is the thing which is protected?”— is informational pri-

vacy concerned with protecting the stuff called “information” or with pro-

tecting the state of affairs that the information is about? The answer to 

that question will lead to different kinds of informational privacy theories. 

Therefore, we need to ask “What is information?” But first, let us pause 

to clarify the interrelation between information and personal information.

Information and Personal Information

As a way to avoid the larger philosophical discourse about the notion of 

information, one could suggest that information and personal information 

should be regarded as separate notions that are not related (figure 4.1). In 
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this sense, information and personal information are different in nature; 

they do not share characteristics or have properties in common. In such an 

understanding, information and personal information would be different 

concepts, and one would conceptualize personal information as a unique 

ontological unit. This understanding would allow one to define personal 

information as a specific set of ontological concepts that operate in specific 

and unique ways, independent of discussions of the notion of information 

as such. My sense is that this is not an attainable understanding and that 

personal information in many ways behaves in the same way as informa-

tion per se and entails the same challenges. In this chapter, I will therefore 

regard information and personal information as the same conceptual unit.

We could consider personal information to share characteristics with 

information per se— and it could be argued that personal information is in 

fact just a small subset of information (figure 4.2). That is, we could single 

Information Personal
information

Information Personal
information

Figure 4.1

Figure 4.2
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out personal information as a special kind of information— as a subset of 

information— defining it as “data about an individual that is identifiable to 

that individual— for example, my genetic code, my video preferences, my 

sexual preference, my credit history, my eye color, my income” (Murphy 

1996, 2383) or as “any information relating to an identified or identifiable 

natural person” (Data Protection Working Party 2007, 4).

In this chapter, however, I will argue two things about this relation 

between information and personal information. First, the distinction is not 

as sharp as figures 4.1 and 4.2 might imply. As we will see in the next sec-

tion of this chapter, the flow, use, and production of information in digital 

environments can blur the distinction between information about individ-

uals (personal information) and information about all other things— in fact, 

if we were to maintain the distinction between information and personal 

information, there would probably be very little information in the digital 

information environment that would not be personal information (figure 

4.3). As Cohen (2012) has noted, the idea of designating some information 

as “intimate” or “sensitive” and of specific interest in a privacy context is 

problematic considering today’s data and information practices:

Although privacy law purports to recognize a  .  .  . principle, that  .  .  . operates 

primarily to protect small islands of concededly “intimate” or “sensitive” infor-

mation and correspondingly small enclaves of acknowledged physical seclusion. 

In an age of distributed information processing, moreover, even those islands are 

eroding. (Cohen 2012, 248)

In the algorithmic age, most information can be used in the construction 

of personal profiles— and thus the distinction between information and 

Information Personal
information

Figure 4.3
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personal information becomes less clear, as lots of seemingly casual and 

informal information is used in the algorithmic creation of personal data 

profiles. There would, of course, still be some information that we would 

not regard as personal information, such as tree rings or fossils— until they 

are picked up by an individual and entered into a personal sphere at which 

point tree rings and fossils might in fact also become personal information, 

as pointed out by Van Hoboken (Joris van Hoboken, comments to author, 

January 12, 2017).

My second argument about the relations between information and per-

sonal information is that to understand the nature of information and 

appreciate the challenges of constructing a theory of informational privacy, 

we need to conceive of information as signs in a communicative process. 

What is interesting about personal information is that it is stuff that means 

something about something, and we ought to be concerned with the situa-

tions in which that meaning is produced. In other words, information is 

not best conceptualized as footprints of a state of affairs but as signs in a 

communicative process (Mai 2016b).

For a better understanding of informational privacy, we need a more 

granular understanding of the concept of information, as well as a more 

nuanced language to discuss it. With these in place, we can explore and 

articulate different approaches to what informational privacy is about and 

the avenues one might take to address current challenges. However, before 

digging into theories of information, let us first explore a few cases of infor-

mation and data in the wild.

Three Examples of Datafication

I present three examples below in which there is an intersection between 

the collection, processing, and use of personal information and privacy. 

These examples will demonstrate how the control- oriented approach to pri-

vacy is too weak and insufficient in today’s algorithmic age.

The first example is the application of algorithms in basically any and 

all digital platforms today, which has resulted in algorithms playing “an 

increasingly important role in selecting which information is considered 

relevant to us” (Gillespie 2014, 167). Such algorithms increasingly domi-

nate our daily interactions with social media; they are an integral compo-

nent of search engines, recommender systems, online newspapers, social 
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networking platforms, and so forth. The use of algorithms and the degree 

to which they “black box” (Pasquale 2015) information processes and deci-

sions has been widely discussed. However, as Burrell (2016, 2) argues, “what 

is new in this domain is the more pervasive technologies and techniques 

of data collection, the more vast archives of personal data including pur-

chasing activities, link clicks, and geospatial movement.” Although these 

algorithms are already nestled “into people’s daily lives and mundane 

information practices” (Gillespie 2014, 183), there is still very little known 

about the “ways in which users know and perceive that algorithms are part 

of their ‘media life’” (Bucher 2017, 31). One challenge, of course, is that 

people rarely understand— because it is black boxed— which information 

about them has been collected and how that information is processed and 

used to generate the personalized services offered by platforms. As Gillespie 

(2014, 173– 174) has noted,

The most knowable information (geo- location, computing platform, profile infor-

mation, friends, status updates, links followed on the site, time on the site, activ-

ity on other sites that host “like” buttons or cookies) is a rendering of that user, a 

“digital dossier” or “algorithmic identity” that is imperfect but sufficient. What is 

less legible or cannot be known about users falls away or is bluntly approximated.

Sophisticated Internet users might be able to determine that personal 

information is being collected in their daily interaction with various dig-

ital media; many people are aware that whatever data and information 

they themselves provide is being collected, and that hardware information 

about their devices is collected as well. But, as Gillespie notes, that is rarely 

enough information to provide detailed personalized services— much is 

approximated in the construction of personal profiles. Bucher (2017, 34) 

gives the example of Shannon, a professional career counsellor in her for-

ties, who has blogged about Taylor Swift and then starts receiving “Face-

book ads for products that younger people might like.” The reason for 

this might be that Facebook’s algorithm has recomputed her age given the 

information about Taylor Swift and makes the assumption that Shannon 

is younger than she actually is. Shannon is rather relaxed about this and 

finds that it is “rather amusing” though she often finds “Facebook ads to be 

‘slightly offensive as they make assumptions about me, which I don’t like 

to think are true’” (ibid., 34).

Bucher’s example is a good illustration of Cohen’s (2012, 26) point that 

“raw information . . . is not terribly useful to anyone”; the fact that Shannon 
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has blogged about Taylor Swift says very little about Shannon without an 

understanding of the contextual situation in which Shannon has generated 

this information. The meaning of the information that is entered into the 

algorithms and personal data profiles, therefore, is best understood within 

the context of the “origins, purposes, and effects of [the] socially situated 

processes of sorting and categorization” (ibid., 26). The challenge, as Burrell 

(2016, 1) has pointed out, is that “the inputs themselves may be entirely 

unknown or known only partially”; once the information has been col-

lected, it has been separated from the context in which it was produced and 

now interpreted and used in new contexts and therefore “is both already 

desiccated and persistently messy” (Gillespie 2014, 170).

The second example I will present here is the widely used but very illus-

trative Target case. The Target case illustrates the point that the distinction 

between ordinary, everyday information and sensitive information is not as 

clear- cut as sometimes imagined. The case was first reported in the New York 

Times by Charles Duhigg (2012), who told the story of a father who went 

to a Target store complaining that his daughter had received coupons for 

maternity clothing and baby products. Like many other chain stores, Tar-

get assigns each customer a unique “Guest ID number.” This allows Target 

to identify and track each customer, provide customers with personalized 

services, and offer customers coupons that are tailored to their shopping 

interests. One set of customers of interest are pregnant women. Through 

research and data mining, Target assigns each customer a “pregnancy pre-

diction” score, representing the likelihood that the customer is pregnant. 

Target is even able to calculate an expected due date. Target had found that 

they could assign the pregnancy score fairly precisely by analyzing the pur-

chasing history for approximately twenty- five products, such as “quantities 

of unscented lotion,” “supplements like calcium, magnesium and zinc,” 

“scent- free soap,” “extra- big bags of cotton balls,” “hand sanitizers,” and 

“washcloths” (Duhigg 2012). It is valuable for Target to know that a cus-

tomer might be pregnant because this is a “watershed moment for couples” 

(Mayer- Schönberger and Cukier 2013, 57) in which they might change 

their shopping habits and develop new brand loyalties.

It could be argued that the daughter had control of the information 

regarding her purchases of the twenty- five products used to calculate her 

pregnancy prediction score that she provided to Target through her mem-

bership card, and that she benefitted from the transaction through coupons 
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and discounts. The challenge is that it is not misuse of personal informa-

tion that in itself creates a privacy problem; rather, the issue is that Target is 

able to produce sensitive personal information through predictive analysis 

of the young girl’s purchasing history. As Inness (1992, 58) argues, “[I]t is 

the intimacy of this information that identifies a loss of privacy.” The fact 

that Target knows a customer’s purchase history for, say, washcloths might 

not feel like a violation of their privacy, especially if the information is 

traded for a discount on washcloths. However, most people would probably 

consider knowledge about their health— such as whether or not they are 

pregnant— too personal and intimate to share with Target. This example 

demonstrates that in the age of big data, predictive analysis, algorithms, 

and machine learning, the challenges to informational privacy are less 

about the control of personal information and more about what companies 

know about their customers. The focus has “shifted from concerns about 

revealing information about oneself to others to concerns about the new 

insights that others can generate based on the already available data” (Mai 

2016a, 199).

The last example I will present here is Cheney- Lippold’s (2011) Quancast 

case. Quancast builds profiles of Internet users based on their interactions 

with a range of sites and platforms. These profiles are constructed based 

on the users’ seemingly meaningless data collected as they go about their 

daily activities; the data about these interactions flows “into rigid database 

fields as part of the subsumption implicit in data mining” (ibid., 169). One 

element in the process is the establishment of a user’s gender:

As a user travels across these networks, algorithms can topologically striate her 

surfing data, allocating certain web artifacts into particular, algorithmically- 

defined categories like gender. The fact that user X visits the web site CNN.com 

might suggest that X could be categorized as male. And additional data could 

then buttress or resignify how X is categorized. As X visits more sites like CNN.

com, X’s maleness is statistically reinforced, adding confidence to the measure 

that X may be male. As X visits more sites that are unlike CNN.com, X’s maleness 

might be put into question or potentially resignified to another gender identity. 

(Cheney- Lippold 2011, 169– 170)

The data collected about an individual user is analyzed and checked against 

other statistical analyses to ultimately establish the gender of the user. 

However, as new data is collected and analyzed, the gender of the user 

might change, and, as such, “gender becomes a vector” (ibid., 170) that is 
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de- essentialized and constructed on a purely digital basis merely to develop 

marketing information about the users, which Quancast can then sell. The 

construction of gender within the context of Quancast becomes decontex-

tualized from the social and cultural construction of gender; for Quancast 

the category of “gender” is merely a category “embedded in the logic of 

consumption” (ibid., 171) and is divorced from real, actual, and lived gen-

der experiences.

Cheney- Lippold’s (2011) Quancast example shows that data is collected 

to establish personal information about an individual, for example, “X is 

male” (ibid., 170). This establishment of maleness, however, has little to do 

with X as a human being; it is merely for marketing purposes. X’s gender is 

established through predictive and inferential analyses of X’s interactions 

with various sites and platforms, and X’s gender is established through 

algorithmic analyses based on information that might not in the first place 

be regarded as personal information.

A common question raised for these three examples is whether they 

involve the notion of privacy. It is my sense that we could explore and read 

the cases from the perspective of privacy and discuss in which ways and to 

what extent the individuals’ personal information was used in improper 

ways, and whether they had control over their personal information in 

the situations. I think most of us would agree that there is at least some 

degree of privacy involved, and that the individuals involved are at risk 

at least to some degree, given specific interpretations of the cases and the 

data practices involved. However, I would submit that we cannot meaning-

fully understand and analyze the privacy issues at play in these scenarios 

using the framework of control of personal information. In fact, I believe 

applying a control approach would cause us to misread the privacy con-

cerns at stake in these examples for two reasons. The first reason is that 

the three cases demonstrate that the issue here has less to do with the 

data provided by the users/customers, and everything to do with the new 

insights and information the companies produce about them. The users/

customers have no direct control over this new information and will, in 

most circumstances, not know that the information even exists. On the 

other hand, the fact that such information is produced and exists currently 

provides a flourishing personal data economy, as outlined by Zuboff in the 

first chapter of this volume.
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The second reason for this potential misreading of the privacy concerns 

in the examples is that we have mistakenly based the idea of informational 

privacy on a specific understanding of information. When informational 

privacy is reduced to the challenge of controlling information, then it nec-

essarily objectifies information, turning it into a reified entity that can be 

managed, that can be manipulated, and to which we can restrict access. If 

we regard information as a sign, as something about something, then informa-

tional privacy becomes concerned with the fact that something is known 

about someone and how we might act in such a situation. Information 

then becomes less central to informational privacy, because we cannot con-

trol and regulate the interpretation and production of meaning. Rather we 

must “control” the situations in which meaning is ascribed: the use of data.

At this point we need to return to and address the basic question for 

this exploration of the conceptual foundation of informational privacy, 

namely, what is information?

Information as Signs

One way to answer the question “What is information?” is to list all the 

things that one considers to be information: books, numbers, addresses, 

health records, phone bills, names, DNA codes, computer programs, 

weblogs, credit card statements, purchasing records, e-mails, likes on Face-

book, and so on— a list of everything in the world that we consider to be 

informative. Such a list might end up containing almost everything in the 

world: cows, cups, and coffee are quite informative, but “if anything is, or 

might be, informative, then everything is, or might well be, information” 

(Buckland 1991, 356). This “extensional approach” (Furner 2016, 289) to 

determining the answer to the question of what is information has been 

labeled “information realism” (Fox 1983, 17) in the sense that it is an onto-

logical quest for finding and listing the things in the world that are infor-

mative and therefore are information.

Another approach to understanding the nature of information is to 

adopt what Furner (2016, 289) calls an “intentional approach,” in which 

the “properties that something must have” (ibid., 289) to be treated as 

information are identified. These might be that the information must be 

true to be information, that it can be used to generate knowledge, that it 



108 Jens- Erik Mai

can be used as a vehicle for communication, that it represents some state 

of affairs, or some combinations of such sets of properties. One dominant 

approach along these lines is advocated by Floridi (2008, 2010), who has 

developed a philosophy of information for “fields that treat data and infor-

mation as reified entities, that is, stuff that can be manipulated (consider, 

for example, the now common expressions ‘data mining’ and ‘information 

management’)” (Floridi 2010, 20). Floridi defines information as “meaning-

ful independent of an informee” (ibid., 22) and thereby constructs a notion 

of information that does not rely on a knowing subject. Dretske (2008) 

takes a similar approach to understanding information; he suggests that 

information “is independent of what we think or believe. It is independent 

of what we know” (ibid., 31) because information is “answers to questions” 

(ibid., 29) and “not just any answers  .  .  . [but] true answers” (ibid., 29). 

Information cannot simply be understood in terms of meaning— as in what 

the information is about— because, as he explains, “[M]eaning is fine. You 

can’t have truth without it” but “information, unlike meaning, has to be 

true” (ibid., 29).

In this sense information exists before human activities, language, and 

thought. It is true, and it has no agency. Cohen (2012, 20) has criticized 

these approaches to information within the context of informational pri-

vacy for accepting “liberal individualism’s commitments to immateriality 

and disembodiment” and, as such, creating a construct of information that 

“appears to be the ultimate disembodied good, yielding itself seamlessly to 

abstract, rational analysis” (ibid., 20). These conceptualizations of “infor-

mation” follow a tradition of conceptualizing “information” as what has 

been called “natural information,” following Grice’s (1957, 1989) distinc-

tion between natural and nonnatural meaning.

Natural and Nonnatural

Grice uses “natural” and “nonnatural” meaning to distinguish between 

statements that entail their meaning and statements that mean through 

conventions. As an example, Grice (1957, 213) uses the statement “Those 

spots mean (meant) measles” to illustrate statements that entail meaning; 

if someone utters that sentence, we would rightly expect that there is an 

actual correlation to a state of affairs in which someone has the measles. In 

other words, one cannot say, “Those spots meant measles, but he hadn’t got 

measles” (ibid., 213); if someone has these particular spots, then he or she 
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has measles. There is no room for uncertainty and debate. Grice’s notion of 

natural meaning is a notion of meaning where a statement entails a given 

state of affairs; it is true and objectively correct.

If we regard information to be natural, as in natural meaning, then infor-

mation is regarded as a state of affairs. In this approach, information is 

viewed as that which reflects what is actual and true— and, as such, infor-

mation can be manipulated and analyzed to gain knowledge about people’s 

actual affairs, interests, and intentions. For people to enjoy freedom from 

surveillance and enjoy privacy, they should merely be able to control the 

flow of the material representations of information. If one controls when, 

how, and to what extent others have access to the material information, 

then one enjoys privacy.

Under this tradition, the fact that Shannon writes about Taylor Swift 

entails a particular age, the fact that a girl shops for particular products at 

Target entails that she is pregnant, and the fact that an Internet user visits 

certain web sites entails a particular gender.

Contrast that with the example of nonnatural meaning, which Grice 

(1957, 214) gives as “Those three rings on the bell (of the bus) mean that 

the bus is full.” This utterance does not in the same way entail a particu-

lar state of affairs. One could very reasonably, “go on and say, ‘But it isn’t 

in fact full— the conductor made a mistake’” (ibid., 214). In this instance, 

someone has the intention of communicating something; there is a human 

agent present who can be correct or incorrect in his or her understanding 

of the actual state of affairs. There is no direct entailment between the state-

ment and the fact that the bus is or is not full. The meaning of the state-

ment is based on conventions— we have agreed that three rings mean that 

the bus is full. There is room for uncertainty, debate, and interpretation.

Grice’s concept of nonnatural meaning is those situations in which 

meaning emerges out of use and in context. It is the type of meaning that 

is based on conventions and intentions; a statement means something 

because we have agreed on the correct usage of that statement. Similarly, 

with information, information is created and used in particular contexts 

and situations, and we can only understand information within those 

boundaries. In other words, to assign meaning and significance to Shan-

non writing about Taylor Swift, a girl shopping for particular products at 

Target, and an Internet user visiting CNN.com outside those particular con-

texts is, to use Gillespie’s (2014, 174) words, “bluntly approximated.” To 
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suggest that these people ought to be able to protect their informational 

privacy by using their abilities to control their personal information would 

be a mistake.

Within philosophy of information, Grice’s work on the distinction 

between natural and nonnatural meaning is used to develop the notions of 

natural information and nonnatural information (Søe 2016). While natural 

information only allows for true, objectively correct information, nonnat-

ural information allows for mistakes, misinterpretations, and misuse— and 

hence opens the way for concepts such as (personal) misinformation, that 

is, unintended misleading information, and (personal) disinformation, that 

is, information which is intentionally misleading (Søe 2016). Following 

Grice’s conceptualization of meaning, and his grounding in semiotic think-

ing, we could articulate the core properties of information by stating that 

it functions as a vehicle used in the production and exchange of meaning. 

That is, information is a sign (Mai 2013).

If we regard information as a sign, and personal information as nonnat-

ural information— then we arrive at a significantly different understanding 

of informational privacy. Information gains meaning through interpreta-

tions with specific contexts, situations, and usages. In this conceptualiza-

tion, informational privacy cannot be reduced to the flow and control of 

information but must be understood in the sense of what is known and 

knowable about the individuals in question.

However, what is known and knowable about individuals is always con-

structed at an interpretive distance and is always one take on the mean-

ing of what is being said and done. So, let us now consider practices that 

involve the production and use of information about individuals.

Situating Informational Practices

Big data has been associated with a particular ideology or belief system 

about the world, that is, specific understandings of how humans operate in 

the world and how people make sense of the world and communicate— this 

ideology can be labeled “data behaviorism” (Rouvroy 2013, 143) or “data-

ism” (van  Dijck 2014, 198). Common for much work in big data is the 

belief in “the objective quantification and potential tracking of all kinds of 

human behavior and sociality through online media technologies” (ibid., 

198), and “prediction is the hallmark” (Ekbia et al. 2015, 1529) for work 

in big data. However, in practice, it may be difficult to attain the goal of 
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objectivity and disinterestedness, because “big data does not arrive in the 

hands of analysts ready for analysis” (ibid., 1531); data has to be cleaned 

or conditioned to be usable, which involves deciding which attributes and 

variables to keep and which to ignore. In fact, in a study of working data 

scientists, Carter and Sholler found that,

disinterest may not always be possible, especially for workers in business settings 

that involve contact with a client. Analysts might aspire to objectivity but be 

forced by circumstances to recognize their own positioning and the role of com-

munication in data analysis. (Carter and Sholler 2016, 2317)

So, even if “dataism presumes trust in the objectivity of quantified meth-

ods” (van Dijck 2014, 204), in reality, this trust does not hold up.

The drive behind big data is a belief in the decontextualization of 

data— that data has meaning beyond particular situations and that more 

data will lead to more meaning and better understanding. The hope is that 

ultimately, we can do away with theories, perspectives, and interpretation. 

As Chris Anderson (2008) wrote, in a small piece in Wired where, even 

before big data was in vogue, he foresaw a future where it would be possible 

to harvest massive amounts of data, “With enough data, numbers would 

speak for themselves” (Anderson 2008). This is a hype, of course, but a 

dangerous hype that “leads to the withering away of interpretation— not 

through the actions of a cabal, but through a sociologic excluding from the 

archive all data which is not big” (Bowker 2014, 1797) and which, “thanks 

to relatively simple algorithms allowing, on a purely inductive statistic 

basis, to build models of behaviors or patterns, without having to consider 

either causes or intentions” (Rouvroy 2013, 143).

The challenge is that both the individuals interacting with platforms 

producing personal information and the analysts trying to make sense of 

their data are “real embodied people [who] do not experience ‘information’ 

in the abstract; [but] rather . . . through the lens of embodied perception” 

(Cohen 2012, 33). When people interact with digital platforms and write 

about Taylor Swift, shop at Target, or surf various websites, they produce 

data. This data can be used to infer something about them: that they are 

of a certain age, that they are pregnant, or that they are a certain gender. 

These are categories. Big data analysis, machine learning, and predictive 

analysis are ways to categorize— techniques to place people, objects, and 

phenomena into categories. Until recently, categories were thought to be 

unproblematic containers:
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They were assumed to be abstract containers, with things either inside or outside 

the category. Things were assumed to be in the same category if and only if they 

had certain properties in common. And the properties they had in common were 

taken as defining the category. (Lakoff 1987, 6)

However, scholarship across the social sciences and humanities as it has 

played out at least since the linguistic turn in the middle of the twentieth 

century (Rorty 1967) has found that categories, meaning, and understand-

ing are embodied experiences. It is now widely accepted that categories are 

constructions; categories are not objectively in the world. They are con-

structed to make sense of and explain the world.

Even for simple concepts or categories— such as “dog”— there is no objec-

tive and universal meaning or sense. A dog is a pet; it is sometimes owned by 

people as their property; it is a mammal, a guard, a dish; it sometimes lives in 

houses and other times in herds; and it may even be a show dog. The notion 

of dog does not have a life or a meaning per se. There is nothing that is the 

concept dog or the properties that define dog:

Our concept of the dog involves a lot more than a list of dog- like properties— it 

involves knowledge of how the dog operates in the world and how it is related 

to other things in that world. Concepts are not isolated entities. In order to grasp 

a concept, we require not only definitional, but also encyclopedic knowledge. 

(Bryant 2000, 59)

To understand the notion of dog, we need to be part of the usage and 

situations in which the concept is used. If we do not know the concept, 

we might look it up in a dictionary, but “‘dictionary words’  .  .  . must be 

defined in terms of other dictionary words” (Eco 1984, 50). Dictionaries 

and dictionary- like definitions require encyclopedic knowledge of the cul-

ture, the context, and the languages in which they are used.

There is no such thing as raw data, just as there is no such thing as the 

meaning of a word: “The meaning of a word is its use in the language” (Witt-

genstein 1958, §43). Similarly, with categories, we understand the world 

not merely through individual concepts “but also in terms of categories of 

things,” and if we change those categories, “we change our understanding 

of the world” (Lakoff 1987 9).

We might attribute meaning and properties to the facts that Shannon 

writes about Taylor Swift, that a young girl who is shopping for particular 

products at Target is pregnant, or that people create particular patterns of 

surf history as they visit various websites. However, that meaning and those 
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properties will only be one of many possible interpretations, one particular 

take on what the data could show or tell us about the people who engaged 

in activities and thereby produced data. Hence, personal information is 

signs open for interpretation, analysis, and (mis)use.

Conclusion

It is commonly suggested that informational privacy seeks to protect peo-

ple’s personal information, the basic idea being that people’s ability to enjoy 

privacy is tied to their ability to control the flow of their personal informa-

tion. However, the notion of personal information has remained largely 

unmarked and undertheorized in the privacy literature, leaving behind an 

understanding of personal information in which information just is.

Privacy scholars have tended to focus on informational control as “the 

claim of individuals, groups, or institutions to determine for themselves 

when, how, and to what extent information about them is communicated 

to others” (Westin 1967, 7)— when in fact the core challenge is the pro-

cesses by which personal information is created. If one focuses on the term 

“information,” one might start to list all the things we consider personal 

information and then argue that people have property rights over those 

things, that they ought to be able to control the flow of those things, or 

that they should give consent for the use of such things— and then believe 

that once those property rights, control, or consent issues are in place, then 

people can enjoy privacy. However, the challenge that privacy ought to be 

concerned with is the situation in which meaning is created; thus we must 

ask, “What does it mean that others have information about individuals, 

groups, or institutions? And when does a certain use of information consti-

tute a privacy intrusion?”

Digital platforms and services utilize big data analyses, predictive anal-

ysis, algorithms, and machine learning to produce (personal) information 

about individuals. The next major challenge for informational privacy 

theory is thus to develop a foundation that recognizes the complex and 

often opaque processes by which that (personal) information is produced. 

As Van Hoboken argues in this volume, this might lead to the position that 

regulation should turn away from regulating the collection of personal infor-

mation altogether and instead regulate the use of (personal) information. In 

fact, people might only be able to enjoy informational privacy once digital 
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platforms and services’ business practices are based on ethical foundations 

in which their practices are truly virtuous. Privacy cannot be limited solely 

to an individual, liberal right but should be expanded to an expectation of 

how society allows individuals to be treated by companies. The next gen-

eration of informational privacy theory should establish and make explicit 

the internal goods, norms, and standards of the algorithmic age, which 

should include as necessary components “justice, courage, and honesty” 

(MacIntyre 1981, 191).
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